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1 INTRODUCTION

1.1 PURPOSE AND SCOPE

The purpose of this document is to highlight the changes of the product that may have impact on the customer

network operations and should be considered by the customer during planning for this release.

1.2 COMPATIBILITY

1.2.1 DSR 8.6.0.0.0 PRODUCT COMPATIBILITY

DSR 8.6.0.0.0 is compatible with VNFM 5.4

DSR 8.6.0.0.0 is compatible with APIGW 8.5.1.0.0_94.11.0

DSR 8.6.0.0.0 is compatible with TPD 7.8.1.0.0-89.13.0, ComCOL 7.5.0.38.0-14123, AppWorks 9.4.0-
94.9.0, EXGSTACK 9.4.0-94.9.0, TVOE 3.6.2.0.0-88.58.0, PM&C 6.6.1.0.0-66.9.0, and UDR 12.6.3

X =PIl End Cycle
Y = Patches within the PI Cycle.

1.2.2DSR 8.6.0.0.0 PRODUCT COMPATIBILITY MATRIX

DSR PIC UDR VNFM IDIH ATS
OCDSR Rel 8.0 10.4,10.4.0.3 N/A
OCDSR Rel 8.1 10.4,10.4.0.3 N/A IDIH 8.1
OCDSR Rel Compatibility not tested with
8.1.1 MRs and Patch releases N/A IDIH 8.1
OCDSR Rel Compatibility not tested with
8.1.2 MRs and Patch releases N/A IDIH 8.1
OCDSR Rel 8.2 10.4,10.4.0.3 N/A IDIH 8.2
OCDSR Rel Compatibility not tested with
8.2.1 MRs and Patch releases N/A IDIH 8.2
Compatibility not tested with VNFM IDIH 8.2.1,
OCDSR Rel 8.3 MRs and Patch releases UDR 125 2.0 IDIH 8.2.2
VNEFM IDIH 8.2.1,
OCDSR Rel 8.4 10.4,10.4.0.3 UDR 12.5.1 3.0 IDIL 822 ATS 8.4.0.0.0
OCDSR Rel Compatibility not tested with UDR 12.5.1 VNFM IDIH 8.2.1,
8.4.0.1 MRs and Patch releases h 3.0 IDIH 8.2.2
OCDSR Rel Compatibility not tested with UDR 12.5.1 VNIFM IDIH 8.2.1, SAI?) 341‘08240(’) 29
8.4.0.2 MRs and Patch releases e 3.0 IDIH 8.2.2 o T
8.4.0.3.0
OCDSR Rel Compatibility not tested with UDR 12.5.2 VNFM IDIH 8.2.1, ATS 8.4.0.3.0,
8.4.0.3 MRs and Patch releases e 4.1.2 IDIH 8.2.2 8.4.0.3.1
OCDSR Rel Compatibility not tested with UDR 12.5.2 VNFM IDIH 8.2.1, ATS 8.4.0.4.0,
8.4.0.4 MRs and Patch releases e 4.3 IDIH 8.2.2 8.4.0.4.1,8.4.0.4.2
OCDSR Rel Compatibility not tested with VNFM IDIH 8.2.1,
8.4.0.5 MRs and Patch releases OCUDR 12.6 4.4 IDIH 8.2.2 ATS 84050
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DSR PIC UDR VNFM IDIH ATS

OCDSR Rel 8.5 10.4.0.3 Of;é?R VIEHSM IDIH 8.2.3 ATS 8.5.0.0.0

1.3 DSR 8.6.0.0.0 INCOMPATIBILITY FEATURES

The following features have been made incompatible with DSR 8.3 and later.
e Active/Standby DA-MP server architectute (1+1) redundancy model
e MAP-IWF
e GLA

e The “Diameter Security Application (DSA) with Universal-SBR (USBR)" is an obsolete
application. Alternatively, the "Diameter Security Application (DSA) with UDR is introduced in
DSR 8.4.0.5.0. For information, refer to the Diameter Security Application with UDR User’s
Guide. Customers using this application must not upgrade DSR software to DSR 8.4.0.5.0 release
and must migrate to “DSA with UDR” based application.

e  Virtualized Engineered DSR (VEDSR) deployment, which is also known as TVOE based Fully
Virtualized Rack Mount Server (FV RMS) Signaling node, is not supported from DSR 8.3 and
later. The non-supported network elements of VEDSR are as follows:

DSR NOAM,

DSR SOAM,

DSR Message Processors (MP),

SS7 MP,

DSR IPFE,

DSR SBR (Session/Binding/Universal),
SDS NOAM,

SDS SOAM,

SDS QS,

SDS DP

Note: DSR and SDS BareMetal Installations with TVOE based NOAM/SOAM will continue to be supported.

Virtualized Engineered DSR (VEDSR) networks and associated elements need to be migrated to virtual DSR
implementation based on KVM with or without OpenStack or VMware prior to DSR 8.3 or 8.4.x upgrade or install.

F56137-01, April 2022 11



1.4 DISCLAIMERS

This document summarizes Diameter Signaling Router Release 8.6.0.0.0 new and enhancement features as
compared to Release 8.4.x, and the operations impact of these features at a high level. The Feature Requirements
Specification (FRS) documents remain the defining source for the expected behavior of these features.
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2 OVERVIEW OF DSR 8.6.0.0.0 FEATURES

This section provides a high-level overview of the DSR 8.6.0.0.0 release features that may impact OAM interfaces
and activities.

For a list of all features, please see Release Notes for DSR 8.6.0.0.0 found at the following link:

For additional details of the various features, please refer to the “DSR 8.6.0.0.0 Feature Guide” found at the
following link:
http://docs.oracle.com/en/industries /communications /diameter-signaling-router/index.html

2.1 ENHANCEMENTS TO DSR 8.6.0.0.0

Table 1: DSR 8.6.0.0.0 New Features/Enhancements

DSR 8.6.0.0.0 Feature/Enhancement Name

SAML 2.0 Support

vSTP XUDT UDT Conversion Feature

TCAP Opcode Tag Based Routing

VSTP Filtering MO-FSM message based on TP-Dst-Address

vSTP SCTP Multihomed Path Failure Alarm

VSTP Generated UDTS Routing Enhancement

VvSTP SFAPP enhancement: Make 3G and 4G velocity check optional
Multiple VNFD ID Support

2.1.1 SAML 2.0 SUPPORT
Table 2: SAML 2.0 Support Feature Description

F56137-01, April 2022
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Name

Description

Scope

POR 31304913

Security Assertion Markup Language (SAML) works by
exchanging user information, such as logins,
authentication state, identifiers, and other relevant
attributes between the identity and service provider. As a
result, it simplifies and secures the authentication process
as the user only needs to log in once with a single set of
authentication credentials. For more information,

see Tekelec Platform Operations, Administration, and
Maintenance (OAM) guide.

New Feature

2.1.2VSTP XUDT UDT CONVERSION FEATURE
Table 3: vSTP XUDT UDT Conversion Feature Feature Description

Name

Description

Scope

POR 32857699

vSTP supports the conversion of XUDT (S) messages to
UDT (S) format and vice versa for both MTP3 and
SCCP routed SCCP messages.

The feature allows the conversion of the following
messages:

e A UDT(S) message to an XUDT(S) message
e  An XUDT(S) message to a UDT(S) message

For more information, see Oracle Communications
Diameter Signaling Router Virtual Signaling Transfer
Point User Guide.

Enhancement Request

2.1.3TCAP OPCODE TAG BASED ROUTING
Table 4: TCAP Opcode Tag Based Routing Feature Description

Name

Description

Scope

POR 32228115

vSTP supports the TCAP Opcode Tag Based Routing.
The feature attempts to find Operation Code Tag
(Opcode Tag) in all supported ITU TCAP messages
except ABORT. If messages have opcode tag value
anything other than Local(0x02) or Global(0x06), then it
is considered as Invalid.

For more information, see Oracle Communications
Diameter Signaling Router SS7 Security Guide.

Enhancement Request

F56137-01, April 2022
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2.1.4VSTP FILTERING MO-FSM MESSAGE BASED ON TP-DST-ADDRESS

Table 5: vSTP Filtering MO-FSM message based on TP-Dst-Address Feature Description

Name

Description

Scope

POR 33806185

vSTP provides the capability to accept or reject the
MOFSM messages based on the TPDA present in the
MAP portion of a message during GTT translation.

For more information, see Oracle Communications
Diameter Signaling Router Virtual Signaling Transfer
Point User Guide.

Enhancement Request

2.1.5VSTP SCTP MULTIHOMED PATH FAILURE ALARM
Table 6: vSTP SCTP Multihomed Path Failure Alarm Feature Description

Name

Description

Scope

POR 33746949

vSTP supports the “IP connection Unavailable” alarm on
multi-homed association in case of primary path failure.

For more information, see Oracle Communications
Diameter Signaling Router Alarms and KPI.

New Feature

2.1.6 VSTP GENERATED UDTS ROUTING ENHANCEMENT
Table 7: vSTP Generated UDTS Routing Enhancement Feature Description

Name

Description

Scope

POR 33805712

vSTP is enhanced to support the routing of vSTP
generated UDTS message based on OPC of incoming
SCCP request or message.

For more information, see Oracle Communications
Diameter Signaling Router Virtual Signaling Transfer
Point User Guide.

Enhancement Request

2.1.7VSTP SFAPP ENHANCEMENT: MAKE 3G AND 4G VELOCITY CHECK OPTIONAL
Table 8: vSTP SFAPP enhancement: Make 3G and 4G velocity check optional Feature Description

Name

Description

Scope

POR 33366342

The velocity check of 3G and 4G network subscribers
has become optional.

Enhancement Request

F56137-01, April 2022
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2.1.8 MULTIPLE VNFD ID SUPPORT
Table 9: Multiple VNFD ID Support Feature Description

Name

Description

Scope

POR 33473666

Prior to VNFM 5.4 release, VNFM allows suffix for DSR
(DSR NOAM, DSR SOAM, DSR DR NOAM) and SDS
(SDS NOAM, SDS SOAM, SDS DR NOAM) VNF
deployments. From this release, VNFM allows suffix for
Secondary VNFM along with DSR and SDS VNF
deployments. For more information, see VNIFM
Installation and User Guide.

Enhancement Request

2.2 HARDWARE CHANGES

2.2.1 HARDWARE SUPPORTED

Table 10 - Hardware Details

Hardware Comment
HP BL460c Gen8, Gen8_v2 c-Class
HP BL460c Gen9, Gen9_v2 c-Class

HP DIL.360/380 Gen8, Gen8_v2

Rack Mount Server

HP DL380 Gen9, Gen9_v2

Rack Mount Server

Oracle Server X5-2

Rack Mount Server

Oracle Server X6-2

Rack Mount Server

Oracle Server X7-2

Rack Mount Server

Netra X5-2 Rack Mount Server
HP 6125X1.G, 6125G, 6120XG Enclosure Switch
Cisco 3020 Enclosure Switch
Cisco 4948E-F Rack Switch
Cisco 4948E Rack Switch

Note:

Gen9, Gen9 v2, and Gen 8 v2 hardware are also supported when purchased by a customer.
Mixed Sun/HP deployments are not generally suppotted.

2.2.2 HARDWARE UPGRADE
The VEDSR 8.6.0.0.0 release builds on top of the RMS and supports the newer and higher capacity X7-2 RMS hardware.

2.3 SOFTWARE DETAILS

2.3.1 SOFTWARE PLATFORM COMPONENTS IN 8.6.0.0.0

Software changes include a new release of the software Platform components and a new DSR release.

Table 11 - Software Platform Component Details - 8.6.0.0.0

Component

Release

F56137-01, April 2022
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TPD 7.8.2.0.0-89.18.0
COMCOL 7.5.0.48.0-14123
APIGW 8.5.1.0.0_94.11.0
PM&C 6.6.1.0.0-66.9.0
TVOE 6.6.1.0.0-66.9.0
AppWorks 9.5.0-95.14.0
EXGSTACK 9.5.0-95.13.0
HP Firmware FUP 2211
Oracle Firmware 8.2.1
2.3.2IDIH8.2.3.1
Table 12 - IDIH Details
Component Release

IDIH Release

8.2.3.1.0_82.51.0

DSR 8.6.0.0.0 is compatible with IDIH 8.2.3.1

2.3.3SDS 8.6.0.0.0
Table 13 - SDS Details

Component

Release

SDS Release

8.6.0.0.0_95.14.0

DSR 8.6.0.0.0 is compatible with SDS 8.1.2, 8.2.1, 8.3, 8.3.X, 8.4, 8.4.0.X.Y, and 8.5.X.Y

NOTE: It is recommended for SDS to be upgraded before the DSR. SDS release 8.6.0.0.0 is compatible

with DSR releases 8.1.2, 8.2.1, 8.3, 8.3.X, 8.4, 8.4.0.X.Y, and 8.5.X.Y.

X =PI End Cycle

Y = Patches within the PI Cycle.

2.4 FIRMWARE CHANGES

Firmware release guidance is provided through DSR 8.6.0.0.0 Release Notice which can be found at the following

link:

http://docs.oracle.com/en/industries/communications/diameter-signaling-router /index.html

and then navigating to the Release 8.6.0.0.0 link.

2.5 UPGRADE OVERVIEW

This section provides an overview of the Upgrade activities for Release 8.6.0.0.0
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2.5.1 DSR UPGRADE PATH
The supported upgrade paths for DSR 8.6.0.0.0 are:

All All All

8.6.0.0.0

X =PIl End Cycle
Y = Patches within the PI Cycle.
All - refers to the available release and its maintenance releases

The figure above refers to the available releases and all of its maintenance releases.

Figure 1 — DSR Upgrade Paths

2.5.2 SDS UPGRADE PATH
The supported upgrade paths for SDS 8.6.0.0.0 are:
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All All All

8.6.0.0.0

X =PIl End Cycle
Y = Patches within the PI Cycle.

The figure above refers to the available releases and all of its maintenance releases.

Figure 2 — SDS Upgrade Paths

SDS Upgrade

If the customer deployment has only FABR features enabled, it is recommended
ICaution!! to upgrade the SDS nodes first before upgrading the DSR nodes.

If the customer deployment has both the FABR and PCA features enabled, then
upgrade the DSR nodes first before upgrading the SDS nodes.

2.5.3 IDIH UPGRADE PATH
The supported upgrade paths for IDIH 8.2.3 are:
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All in the figure above refers to the available releases and all of its maintenance releases

Figure 3 — IDIH Upgrade Paths

IDIH upgrade can be scheduled prior to or following the DSR upgrade. If IDIH upgrade is deferred until after DSR
upgrades, then any newly captured elements existing within the upgraded DSR will not be decoded by IDIH until after
the IDIH upgrade.

2.5.4 UPGRADE EXECUTION

With DSR 8.5, there are multiple methods available for upgrading a site. The newest and most efficient way to upgrade
a site is the Automated Site Upgrade feature. As the name implies, this feature will upgrade an entire site (SOAMs and
all C-level servers) with a minimum of user interaction. Once the upgrade is initiated, the upgrade will automatically
prepare the server(s), perform the upgrade, and then sequence to the next server or group of servers until all servers in
the site are upgraded. The server upgrades are sequenced in a manner that preserves data integrity and processing
capacity.

Automated Site Upgrade can be used to upgrade the DSR/SDS servers. However, Auto Site Upgrade cannot be used to
upgrade PMAC, TVOE, or IDIH servers at a site.

Additionally, there are separate procedures described in the upgrade procedures to support either a manual or automated
approach to upgrading any particular server group. When planning upgrades the “Site Upgrade Methodology Selection”
section of the upgrade procedure should be carefully reviewed. The use of the automated methods (Auto Site or Auto

Server Group) for DA-MP server groups should be carefully considered regarding potential negative traffic impacts.
The ASU enhancement in DSR 8.5 resolves this issue. The uset is now instructed to rearrange/add cycles to ctreate a suitable

upgrade plan.

2.5.5LIMITATIONS

When AppEventLog file is full then SOAM/NOAM becomes unstable and shown undefined behavior like:
1. Replication and merging stopped.
2. GUI access stops working.

Also, note that upgrade will fail if utilization of /var/TKLC/rundb partition is more than 70% which may be true in case
of larger AppEventLog file size (~5.5 GB in size). To prevent the above listed issues, we need to assign/allocate
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/var/TKLC/rundb size and AppEventLog file size in sync i.e. AppEventLog file size (plus some delta for other files like
MeasStat) should be always less than 70 % of /var/TKLC/rundb partition size.

2.6 MIGRATION OF DSR DATA

As in prior releases, the existing DSR Data will be preserved during the upgrade.
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3 MEAL INSERTS

This section summarizes the changes to Alarms, Measurements, KPIs and MIBs. In the following inserts pertain to DSR
Release 8.6.0.0.0 MEAL snapshot and deltas to earlier releases,

The DSR/SDS 8.1.2.0.0 GA Release is DSR/SDS 8.1.2.0.0-81.25.0
The DSR/SDS 8.2.1.0.0 GA Release is DSR/SDS 8.2.1.0.0_82.17.0
The DSR/SDS 8.3.0.0.0 GA Release is DSR/SDS 8.3.0.0.0-83.15.0
The DSR/SDS 8.4.0.0.0 GA Release is DSR/SDS 8.4.0.0.0-84.15.0
The DSR/SDS 8.4.0.3.0 GA Release is DSR/SDS 8.4.0.3.0-85.17.0
The DSR/SDS 8.4.0.5.0 GA Release is DSR/SDS 8.4.0.5.0-88.9.1

The DSR/SDS 8.5.0.0.0 GA Release is DSR/SDS 8.5.0.0.0-90.11.0
The DSR/SDS 8.5.0.2.0 GA Release is DSR/SDS 8.5.0.2.0_92.7.0

The DSR/SDS 8.5.1.0.0 GA Release is DSR/SDS 8.5.1.0.0-94.10.0
The DSR/SDS 8.6.0.0.0 GA Release is DSR/SDS 8.6.0.0.0-95.0.0

3.1 DSR/SDS 8.6.0.0.0 MEAL SNAPSHOT

MEAL_dsr-8.6.0.0.0-9 MEAL_sds-8.6.0.0.0-9
5.9.0.xIsx 5.9.0.xIsx

3.1.1 MEAL DELTA BETWEEN 8.1.0.0.0 AND 8.6.0.0.0

MEAL_dsr-8.1.0.0.0-8 MEAL_sds-8.1.0.0.0-8
1.20.0-dsr-8.6.0.0.0-9! 1.20.0-sds-8.6.0.0.0-9

3.1.2 MEAL DELTA BETWEEN 8.2.1.0.0 AND 8.6.0.0.0

MEAL_dsr-8.2.1.0.0_8 MEAL_sds-8.2.1.0.0-8
2.19.0-dsr-8.6.0.0.0-9! 2.17.0-sds-8.6.0.0.0-9

3.1.3 MEAL DELTA BETWEEN 8.3.0.0.0 AND 8.6.0.0.0

MEAL_dsr-8.3.0.00-8 MEAL_sds-8.3.0.0.0-8
3.15.0-dsr-8.6.0.0.0-9! 3.15.0-sds-8.6.0.0.0-9

3.1.4 MEAL DELTA BETWEEN 8.4.0.0.0 AND 8.6.0.0.0

MEAL_dsr-8.4.0.00-8 MEAL_sds-8.4.0.0.0-8
4.15.0-dsr-8.6.0.0.0-9! 4.15.0-sds-8.6.0.0.0-9
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3.1.5MEAL DELTA BETWEEN 8.4.0.3.0 AND 8.6.0.0.0

MEAL_dsr-8.4.03.0-8 MEAL_sds-8.4.0.3.0-8
5.17.0-dsr-8.6.0.0.0-9! 5.17.0-sds-8.6.0.0.0-9

3.1.6 MEAL DELTA BETWEEN 8.4.0.5.0 AND 8.6.0.0.0

MEAL_dsr-8.4.0.5.0-8 MEAL_sds-8.4.0.5.0-8
8.9.1-dsr-8.6.0.0.0-95.  8.9.1-sds-8.6.0.0.0-95.

3.1.7 MEAL DELTA BETWEEN 8.5.0.0.0 AND 8.6.0.0.0

MEAL_dsr-8.5.0.00-9  MEAL_sds-8.5.0.0.0-9
0.11.0-dsr-8.6.0.0.0-9!  0.11.0-sds-8.6.0.0.0-9

3.1.8 MEAL DELTA BETWEEN 8.5.0.1.0 AND 8.6.0.0.0

MEAL_dsr-8.5.0.1.0-9  MEAL_sds-8.5.0.1.0-9
1.17.0-dsr-8.6.0.0.0-9!  1.17.0-sds-8.6.0.0.0-9

3.1.9 MEAL DELTA BETWEEN 8.5.0.2.0 AND 8.6.0.0.0

MEAL_dsr-8.5.02.0-9  MEAL_sds-8.5.0.2.0-9
2.3.0-dsr-8.6.0.0.0-95.  2.3.0-sds-8.6.0.0.0-95

3.1.10 MEAL DELTA BETWEEN 8.5.1.0.0 AND 8.6.0.0.0

MEAL_dsr-8.5.1.0.0-9 MEAL_sds-8.5.1.0.0-9
4.10.0-dsr-8.6.0.0.0-9! 4.10.0-sds-8.6.0.0.0-9
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4 REFERENCE LIST

The DSR 8.6.0.0.0 Release Notice and Customer Documentation can be found at the following OTN link.
http://docs.oracle.com/en/industries/communications/diameter-signaling-router/index.html

DSR IP Flow Document: CGBU_019284 (ORACLE Internal Document)
Platform IP Flow Document;: CGBU_PM_1112 (ORACLE Internal Document)
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